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ABSTRACT: Protection of biometric data is of prime importance now a days. In this paper a new method is proposed for the protection of biometric facial data
using visual cryptography and chaotic encryption. By using visual cryptography each private face image is decomposed into two public host images. The
original image gets revealed only when both of these images are available simultaneously. By using chaotic encryption extra protection as well as priva-
cy is ensured for these images. Chaotic encryption is applied onto each share. Any system having chaotic behaviour is used for getting values for en-

crypting the shares. Here 1D logistic map is used.
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1 INTRODUCTION
NOW a days biometric based personal identification Tech-
nigues are becoming more popular. Biometrics means auto-
matic personal recognition based on physiological or behav-
ioural characteristics. The disadvantage of traditional token
based and knowledge based methods such as ID cards. and
passwords is that they can be easily lost or stolen. This is not
the case with biometrics since the person himself posses the
biometric characteristics. For any human physiological or be-
havioural trait to be treated as a biometric characteristic it
should possess the following properties: universality, distinc-
tiveness, collectibility and permanence[l]. Also the biometrics
technology is able to differentiate between an authorized per-
son and an impostor who fraudulently acquires the access
privilege of an authorized person [2]. The biometric techniques
indeed have several advantages over traditional personal
identification techniques. But it has to be ensured that the se-
curity and integrity of the biometric data is preserved. The
problem of using conventional algorithms such as AES, DES
for the protection of biometric templates is that it takes high
processing power and high encryption/ decryption time. So a
new method is introduced for ensuring the security and integri-
ty of biometric data. This method utilizes both visual cryptog-
raphy and chaos-based cryptographic scheme. First the
shares of biometric images are obtained using visual cryptog-
raphy. These image shares are again encrypted using chaos
based encryption technique. The visual cryptography scheme
(VCS) was introduced by Naor and Shamir [17]. VCS is a sim-
ple and secure way to allow the secret sharing of images with-
out any cryptographic computations. VCS is a cryptographic
scheme that allows for the encryption of visual information.
Here the decryption can be done by the human visual system.
The basic scheme is known as the [J-out-of-[] ([J,]) VCS. In
(01,11) VCS the encryption is done in such a way that (] or
more out of the [] generated images are necessary to recon-
struct the original image. Chaos theory is a scientific discipline
that focuses on the study of nonlinear systems that are highly
sensitive to initial conditions that is similar to random behavior,
and continuous system. The properties of chaotic systems are:
0] Deterministic, this means that they have some
determining mathematical equations controlling
their behavior.
(ii) Unpredictablerand non=linear; this means they are
highly sensitive to initial conditions. Even a very
slight change in the starting point can lead to en-
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tirely different outcomes.

(i) They appear to be random and disorderly but in
actual they are not. Beneath the random behavior
there is a sense of order and pattern.

The highly unpredictable and random look nature of chaotic
output is the most attractive feature of deterministic chaotic
system that makes it suitable to use in image encryption tech-
nigues.

2 VISUAL CRYPTOGRAPHY

VCS allows one to encode a secret image into sheet images,
where each sheet image does not reveal any information
about the original. These sheets appear just as a random set
of pixels, so they may pique the curiosity of an interceptor that
there might be some secret image hidden in it. To avoid this
concern, the sheets could be reformulated as natural images
as stated by Naor and Shamir [3]. Ateniese et al. [7] intro-
duced a framework known as the extended VCS. Nakajima
and Yamaguchi [4] proposed a theoretical framework to apply
extended visual cryptography on grayscale images (GEVCS)
and they also introduced a method to enhance the contrast of
the target images. In GEVCS the gray-level images are trans-
formed into meaningful binary images (halftoned images) and
then applying a Boolean operation on the halftoned pixels of
the two hosts and the original image.

2.1 Digital Halftoning and Pixel Expansion

Digital halftoning is a technique for transforming a digital gray-
scale image to an array of binary values. A type of halftoning
technique in which the quantization error of a pixel is distribut-
ed to neighboring pixels which have not yet been processed is
called Error diffusion. Floyd and Steinberg [5] described a sys-
tem for performing error diffusion on digital images based on a
simple kernel. Their algorithm could also be used to produce
output images with more than two levels. So, the closest per-
mitted level is determined and the error, if any, is diffused to
the neighboring pixels according to the chosen kernel. There-
fore, grayscale images are quantized to a number of levels
equalling the number of subpixels per share. During the dither-
ing process at the pixel level, any continuous tone pixel is ex-
panded to a matrix of black and white subpixels defined by the
gray level of the original pixel. Pixel transparency is defined as
the proportion of white subpixels in this matrix. The host imag-
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es used for encrypting a private face image as well as the pri-
vate image will get converted to halftoned images.

2.2 Encryption

The encryption process is applied on a pixel-by-pixel basis on
the three halftoned images. That means the two host images
and the original image. For obtaining the required transparen-
cy (the number of white subpixels) of the target pixel the ar-
rangement of the subpixels in the shares of both the hosts has
to be controlled. The arrangement is determined based on the
pixel transparencies triplet (¢, t,, t;).These are transparencies
of the entire subpixel region for share 1, share 2, and the tar-
get, respectively. For providing security, during encryption, a
Boolean matrix B is randomly selected from a set of 2 x

m Boolean matrices C'v*z for every pixel in the original im-
age. The difference between this scheme[6] and Naor-
Shamir’s scheme is that in the latter, only a single collection of
matrices is required which depends on the number of hosts
and the pixel expansion.

3 1D Logistic Map

Logistic Map is a one-dimensional map proposed by R.M.May
[8]. It represents an idealised ecological model for describing
yearly variation in the population of an insect species. The
population at (n+1)th year is related to that at the (n)th year by
the following mathematical equation:

Xp41 = 7%, (1 — x,) 7 : parameter

Here x, represents the chaotic sequence which lies between
zero and one[9]. When the system parameter r was varied
over the interval [0,4] different scenarios of evolutionary be-
haviour are established. The iterates are confined to [0,1]. De-
pending on the value of r egn (1) has got several properties.
When r is between 0 and 1 the value of x,, = 0, independent
of the value of x,.When r is between 3 and 3.45 the value of
x, Will oscillate between two values. With slightly bigger r val-
ues the value of x, will oscillate between 4 values, then
8,16,32 etc. Like a period doubling cascade. When the value
of ris 3.57 it will start exhibiting chaotic behaviour. Here slight
variations in the initial condition will yield dramatically different
results. Possible behaviours in the asymptotic limit, resulting
out of parametric variations, are shown in Fig. 1.
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Fig 1.Bifurcation diagram of the Logistic map
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4 PROPOSRD ARCHITECTURE

In this paper the concepts of visual cryptography as well as
chaotic encryption are combined to implement a two-tier cryp-
tographic system for ensuring the security of biometric tem-
plates. The proposed architecture of the system is given in fig.
2.
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Fig 2.System Architecture

4.1 Generation of Visual Cryptographic Shares

Here the input image which is a private face image will get
decomposed into two independent public host images using
digital halftoning, pixel expansion and encryption principle of
gray-level extended visual cryptography scheme. After the two
shares are obtained from the original image, the protection
and privacy of the individual shares which are stored in public
host images are ensured using a fast image encryption algo-
rithm based on chaos. Here an image encryption algorithm
based on a 1d chaotic logistic map is proposed.

4.2 Chaotic Encryption

For providing more security to the shares we apply a chaotic
encryption technique based on logistic map. Let i be an image
of size M = N. The pixel of i is denoted by i(x,y) where x and
y are intherange 1<x<Mand 1 <y <N. i(x,y) denotes
the grey value at the pixel position (x,y) of image i . Here the
encryption is done by shuffling the pixel positions. The values
for shuffling the pixel positions are got from the logistic map by
iterating the equation the number of times as required. The
major steps involved are :

Step 1: Convert the image of size M = N pixels into an array
A; = {Ay, Ay As, ..., A} where i = 1,2,3,...,nand n = M * N.

Step 2: Generate n number of chaotic sequence between 0
and 1 using the logistic map mentioned in equation (1).

Step 3: Sort the generated elements either in ascending or
descending order. Compare the misorder between the original
and sorted elements of each block and tabulate the index
change.
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Step 4: According to the obtained index the intensity positions
are changed to get the final encrypted image.

An example is shown in fig. 3 for a set of 9 elements. For any
image this process must be done for the entire pixels in the
image. The decryption process is just the reverse of encryp-
tion. The advantage of using this technique is that it is compu-
tationally less complex and it also provides faster decryption.

0.819 1 0.819 1.834 B
0.912 2 0.912 \ / 1.456 8
1.234 3 1.234 / 1.234 s
0.486 a 0.486 0.912 2
0.298 5 0.298 0.819 » 1
0.421 6 0.421 0.581 74
0.581 7 . 0.581 0.486 %
1.456 8 1.456 0.421 6
1.834 ) 1.834 0.298 5

Fig 3. Arranging elements in descending order and calculation
of displacement in index.

7 CONCLUSION

In this paper we use both visual cryptography and chaotic en-
cryption for the protection and privacy of biometric face tem-
plates. Application of visual cryptographic scheme alone does
not ensure complete privacy and protection of biometric imag-
es. That means if the shares accidentally gets into the hands
of an unauthorised participant he would be able to recover the
original biometric image. So the shares are again encrypted
using chaotic encryption technique. Chaotic encryption is im-
plemented using logistic map. Thus a simple and secure
method to protect the biometric images is obtained through the
use of visual cryptography and chaotic encryption
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